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Abstract: 

A novel coding technique is proposed to protect the SRAM based configuration memories against multip le bit  upsets (MBU) w ith 

minimum redundant bits. Transient multip le bit upsets (MBUs) are becoming major issues in the reliability of memories exposed to 

radiation environment. To prevent MCUs from causing data corruption, more complex error correction codes (ECCs) are widely 

used to protect memory, but the main problem is that they would require higher delay overhead. A novel decimal matrix code 

(DMC) based on divide-symbol was proposed to enhance memory reliability  with lower delay  overhead.But DMC required more 

number of redundant bits. To overcome this issue Modified Decimal Matrix Code (MDMC) was introduced with less number of 

redundant bits. The MDMC is typically performed using reconfigurable Array Exclusive-OR Logic (ReAXL) to compute the 

equivalent decimal addit ion. The  MDMC based on ReAXL dynamically reconfigured for both Encoding and decoding and hence 

reduced the chip area. The encoder creates the codeword fo r the original data b its and decoder calculates syndrome vector to confirm 

the soft error respectively. The proposed MDMC is analyzed and compared to the existing coding techniques such as Decimal 

Matrix Codes (DMC), Matrix codes (MC) and Hamming  Codes. The result shows that the area, power and delay for the proposed  

MDMC is less compared to the existing coding techniques.  
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I. INTRODUCTION 

The digital communication systems have taken a greater leap 

over the last decade. The technology scales down to the 

nanotechnology and also the memories are becoming more 

complex with many advanced electronic systems The major 

threats to the digital systems are various types of errors like soft 

errors due to radiations, transient mult iple errors etc. Also the 

rate of errors has inc reased in the memories. Thus the 

memories get exposed to the alpha particles or the cosmic rays 

resulting in single bit or mult iple b it errors. To ensure the 

reliability  of the memories, some Error Correct ing Codes (ECC) 

are widely used. But these codes require more area, power, and 

delay overheads. This is because of the complexity of the 

encoder and decoder circuits. When the radiation is in h igher 

level, MBU is increased to a greater extent as flipping of 

multip le memory  bits takes place. In case of densely packed 

memory cells, there is a drastic increase in MBU. Thus the Soft 

Error Rate (SER) for 45 nm devices are more compared to 

180nm devices. During one nuclear reaction, MBU spreads 

beyond 1M bits area therefore resulting in more than 100 b it 

errors .The reliability of SRAM has reduced 0.1% for 1 GB 

memory. It has increased to 10% for the size of 1TB (100GB) 

memory. Static RAM based Field-Programmable Gate Arrays 

(FPGAs) are most widely used in variety of applicat ions 

mainly due to short time-to-market time, flexib ility, high 

density, and cost-efficiency. SRAM-based FPGA stores logic 

cells configuration data in the static memory organized as an 

array of latches. FPGA is used for designing complex d igital 

circuits. Power consumption is also reduced by using 

SRAM.Product codes and Odd Weight codes are mainly used 

for Memory protection against Single event upset. Hamming 

code is the example and its reliability is low because of their 

single bit defect correction capability, but it uses very less 

number of redundant bits and consumes only minimum of ch ip 

area. In order to avoid MBU in FPGA configuration memory, 

interleaving technique has been used in literature.  Where the 

consecutive similar bits will be moved to a distance, by this 

way one affected bit per word will be seen. The major 

disadvantages are complication of memory design, addressable 

memories, area and power consumption. For s mall memory 

and register files the interleaving cannot be possible. Different 

set codes and its punctured version are cycle based correction 

techniques and its memory access time depends on the code 

size. The complexity of such codes and crit ical timing delay are 

major problems in SoC. Little  modification of Hamming code 

provides Matrix codes (MC) and corrects maximum of two bits 

per word. For 32 b it memory word, 36 numbers of redundant 

bits are needed to correct MBU. This extra b it occupies extra 

area in memory chip. The DMC uses decimal algorithm, div ide 

symbol approach, and encoder reuse technology, which results 

additional area overhead. To  overcome this, a  new MDMC 

technique has been proposed. The proposed technique uses less 

redundant bits, reconfigurable architecture and it can able to 

correct the error b its to a maximum of 32 b it.  

 

II. EXIS TING S YSTEM 

The Decimal Matrix Code (DMC) is a potential Error 

Correct ing Scheme employing decimal algorithm. First, during 

the encoding (write) process, information  bits D are fed  to the 

DMC encoder, and then the horizontal redundant bits H and 

vertical redundant bit V are obtained from the DMC encoder. 

Once the encoding process is over, the coded DMC code word 

is stored in the memory. If any MCUs occur in  the memory, 
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these can be corrected during decoding (read) process. The 

schematic of the DMC System is depicted in the Fig 1.   

 
Fig 1. Schematic of DMC System 

 

These codes employs the simple decimal operations such as 

addition, XOR operat ion etc for the check bit generation. This 

scheme of erro r correction is exp lained with an example of a 32 

bit data. The 32 b it data is converted in to a matrix of 2*4 

dimensions. Now along with this we add the Check bits both in 

the horizontal direction and the vertical direction. The 

horizontal check b its are calculated by the addition of two 4 b it 

data. Such 4 bit data are called symbols. Hence the horizontal 

check bits are generated by the addition of two symbols. Thus 

by adding two 4 bit  data we get 5 b it horizontal check bits along 

with the carry. Thus for a complete of 32 bit data, we have 8 set 

of 4 b it data symbols. Thus by adding them we get total of 20 

horizontal check b its. The vertical check bits are calculated by 

simply carrying out the bit wise XOR operation of the vert ical 

data bits. Thus for a 32 bit data, we have 16 vert ical check bits. 

Thus the total number of redundant bits are 20+16=36. From 

this we can conclude that the main limitation of this codes is 

the higher number of check bits. The main reason for h igher 

check bit is the higher number o f the horizontal check b its. To 

reduce this, the horizontal check b its are calculated by the XOR 

operation of the 4 b it alternative symbols. This b lock is called 

the Re-configurable Exclusive or Logic (Re-AXL). This 

reduces the number o f check bits from 36 to 32. The encoding 

can be performed by decimal and binary addition operations. 

This system consists of an encoder, a decoder, an error locator 

and an error corrector. The encoder is reused in the decoder to 

reduce the complexity of the system. Here encoder receives the 

data and process the data to generate the horizontal and the 

vertical check bits. Once the check b its are generated, then the 

data along with the check bits are stored in the memory or 

transmitted in the case of data communication systems. This 

complete process is termed as the write process. For retrieving 

the data, the system receives the stored or transmitted data 

along with the initially calcu lated check bits. Now the encoder 

unit is reused to generate a new set of check b its from the 

received data by the same method. For the easier 

understanding, this set of check bits are known as the 

syndromes. These syndromes are then compared with the 

previously calculated check bits. Any mismatch in the check 

bits refers to the possibility of any errors. The location of the 

errors can also be deduced by processing the horizontal and 

vertical check b its together. Then the error corrector corrects 

the errors by toggling the data at the error locations. This 

complete process is termed  as the read operation.  The encoder 

that computes the redundant bits using mult i b it adders and 

XOR gates is shown in Fig.2.  

 
Fig 2. DMC Encoder unit  

 

For the convenience, the encoder system is reused in the 

decoder system. In order to make this possible, a 2 b it enable 

signal is employed. Whenever the enable signal is 01, the 

encoder will carry out the write operation. When the enable 

signal is 10, the encoder will act as a part of decoder to perform 

the read operation. Table 1 g ives the enable signals and the 

corresponding operation of the encoder. 

 

Table 1. ENCODER OPERATION 

Enable Signal Encoder Operat ion 

01 Write Operat ion 

10 Read Operat ion 

 

III. PROPOS ED S YSTEM 

The proposed MDMC is based on the ReAXL method to 

eliminate the MBU with increased correction capability. Here 

ReAXL concept can be used to compute the horizontal 

redundant bits in the encoder section and for computat ion of 

the syndrome vector in the decoder. Fault tolerant encoder and 

decoder around the configuration memory shown in Fig 3.  

   
Fig 3.  Proposed System model for MDMC 

 

 At the time of encoding ReAXL act  as similar to adder and 

creates the horizontal redundant bits for MBU detection. In 

addition to that an indiv idual XOR gates performing vert ical 

redundant bits for final syndrome calculation has been used. 

These horizontal and vertical redundant bits called as Write 

Redundancy (WR) are stored along with the data into the 

memory for protection of LUT’s.  If any heavy radiation 

particle strikes the memory, soft errors occur immediately. In 

Decoder the computation of horizontal and vertical redundant 

bits are done and this is called as Read Redundant (RR) bits 

,The difference between Read and write redundancy gives the 

fault alarm and it is achieved by ReAXL. If there is any non 

zero  bits in final syndrome, it will confirmed  as the Soft error. 

Also the precise location of multip le bit upsets will be given by 

vertical fau lt detector. ReAXL explained in Table 2, gives the 

schedule on how same AXL can be utilized fo r both encoder 

and decoder.Thus by using ReAXL the area overhead, 

computational complexity are reduced drastically.  
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Table 2. ReAXL BEHAVIOUR IN MDMC 

Reconfigu

rable 

Circui 

REN Signal  

Operation Write 

code 

Read 

code 

AXL 1 0 Encoding 

0 1 Decoding 

 

3.1 Encoder of MDMC 

An area efficient encoder is introduced to generate the guard 

bits. Here 32 b it binary word has been taken as an example. In 

this, the two different types of computation are used to generate 

the redundant bits, one is AXL addition and another one is 

Binary addition and is shown in Fig 4. The U31-U0 is 

predominantly used to copy the data directly from  the used 

and stores  in the memory. A lso the H0 to H15 are horizontal 

redundant bits and V0 to V15 are vert ical redundant bits.  

 
Fig 4. 32-b it MDMC Encoder with AXL and XOR gates 

The memory word is arranged in the matrix format with Div ide 

by Symbol approach. N-bit code word  is div ided into K 

symbols (K=R x C) and m bits/symbol in which R,C represents 

the Number of Rows and Columns which makes the Matrix 

format. The arrangement of 32 b it configuration word is shown 

in Fig 5. 

 
Fig 5. 32-b its configuration word (k=2 x 4 & m=4) 

 

The horizontal redundant bits are calculated for all the symbols 

in only one row.The following equations to calculate the 

horizontal check bits. 

 

B11B10B9B8 ^ B3B2B1B0=H3H2H1H0  (1) 

 

B15B14B13B12 ^ B7B6B5B4=H7H6H5H4  (2) 

 

B27B26B25B24 ^ B19B18B17B16=H11H10H9H8 (3) 

 

B31B30B29B28^B23B22B21B20=H15H14H13H12(4)  

 

The following equations are used to compute the vertical check 

bits.  

B0 ^ B16 = V0  (5) 

 

B1 ^ B17 = V1  (6) 

 

B2 ^ B18 = V2  (7) 

 

The generalized vertical redundant bit can be computed using 

eqn .5A 

 

Bn ^ Bn-16 =Vn  (5A)  

 

The symbol “ ^ “ indicates binary exclusive-OR operation. 

3.2 MDMC DECODER 

Memory decoding is essential for retrieving the correct word. 

The proposed MDMC decodes the word in each row with all 

Symbols. It recalculates the horizontal and vertical redundant 

bits for Error detection. This MDMC method detect all possible 

faults in the configuration word, therefore it has maximum 

error detection capability. Followed by the erro r detection, 

correction of bit flips can happen using eqn.10 for any number 

of errors. Maximu m of 32 b it flips are corrected by MDMC 

decoder for 32 bit configuration word. Th is shows that the 

reliability of memory is increased from all other related 

techniques. MDMC decoder is shown in Fig 6.  

The difference between stored (write) redundant bits and   the 

recalculated (read) redundant bits gives the syndrome value. 

Instead of decimal integer subtraction ReAXL has been  used 

to calculate the syndrome. By doing this reconfiguration 

minimum chip area is required compared to decimal integer 

subtraction. The following eqn (8) & (9)  to calculate the 

Syndrome value. 

 

Sc3Sc2Sc1Sc0 = H3'H2'H1'H0' ^ H3H2H1H0    (8) 

 

Sc15Sc14Sc13Sc12 = H15'H14'H13'H12'  ^  H15H14H13H12  (9) 

 

Fig 6.  32-bit  MDMC Decoder with  ReAXL 

 

  Error Locator sub module uses  SC0SC1…….SC15 and 

SP0SP1…….SP15 for identifying and locating the errors 

respectively  in the configuration word contains the location 

of the error and the error term corrected by error correction sub 

module. In this last step received word (with error) from 

memory can be corrected by Eqn (10) which gives same as 

simply flipping the received word. Finally the corrected output 

will reflected on the configuration memory.  

C = SP' ^ B' (10) 

 

IV. ANALYS IS AND DISCUSS ION 

The proposed MDMC system has been implemented in HDL, 

simulated with ModelSim and tested for functionality by 

giving various inputs.The proposed MDMC correct all possible 

MBU’s. The percentage of correction of the proposed MDMC 

is 41%, 69% and 72%  more compared to DMC, MC and 

hamming codes respectively. For each protection code, area, 

power, and delay overheads of encoder and decoder have been 

shown in Table 3. From Table 3, we can observe that the 
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proposed  MDMC has a significant reduction compared with 

other codes. The area and delay  overheads of the hamming 

code are 58409.1 μm
2
 and 6.7 ns respectively. The power 

consumption is 132.3 mW. For the MC code area delay and 

power overheads are 77933.5 μm
2
, 7.1 ns and 207.9 mW. In  the 

case of the DMC code area delay and power overheads are 

41572.6 μm
2
, 4.9 ns and 164.24 mW .Coming to the proposed 

MDMC system the area overhead becomes 10393.2 μm
2
, delay 

is 3.2 ns and power consumption is 122.59 mW . 

 

Table 3. PERFORMANCE ANALYSIS 

ECC codes AREA(μm
2)

 DELAY(ns) POW ER 

(mW) 

MDMC(pro

) 

10393.2 3.2 122.59 

DMC 41572.6 4.9 164.24 

MC 77933.5 7.1 207.9 

Hamming 58409.1 6.7 132.3 

   

From this information we can  understand that the proposed 

MDMC has the least power and delay.The adder in the DMC 

was replaced with the Re-AXL which will prevent the rippling 

of carry. This is also a reason for the reduction in power and 

delay. Here the usage of redundant bits is reduced up to 11% 

for 32 bit word for the proposed MDMC method. 

 

V. SIMULATION RES ULT 

 
Fig 7. Input Output Waveform for MDMC 

 

VI. CONCLUS ION 

This paper analyses the various existing coding techniques that 

are used for error correction in the digital systems. Some 

systems show adequate improvement in area and power 

analysis but fails in the delay analysis. Some other works that 

are considered fails to give improvement in any fields. By 

analyzing table, it can be concluded that the Modified Decimal 

Matrix Codes (MDMC) is efficient among the existing method. 

The MDMC code provides single and double error 

correction .It also provides higher tolerance against large 

MCUs. However this research work succeeds in developing a 

better Error Correcting System with reduced delay area and 

power consumption.Reconfiguration in AXL is used to detect 

and correct more number of soft erro rs in the 32 b it 

configuration word with minimum redundant bits. 
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